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Introduction Dataflow

* Problem: How to detect a spoofing attack in authentication systems I11 7 P11, Qs I{9 » Py3,Qq2
based on automatic face recognition.
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* Model-based solutions: Semi-automatic, unreliable.
* Deep learning solutions: Require large datasets, generalize poorly.
°* Qur hybrid approach: Automatic, inexpensive, do not require large
datasets, works In indoor and outdoor settings. (0, 01 YAy (Qi)) (62 XAy (0;), )
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« 3D face reconstruction
 Several subsets of facial landmarks
v(P,P,,...,Ps) =y(P{,P;, ..., P:) » More parameters for the model

°* Five point projective invariants

Five point Invariants for anti-spoofing Results

» Stereo recording with projective invariants
1. Select 5 non-coplanar facial landmarks {x;(t), y;(t)}3-4

2. Measure cross-ratios y,(t) and y,(t) from two cameras
3. Compare y,(t) and y,(t) using per-frame calibration
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1. Predict landmark positions of the mean face using NHCS g |
2. Compare predictions with cross-ratio differences = 0 . ‘ ¢
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